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Abstract 

The project proffers an intelligent two factor speaker authentication system. The word intelligent is used as the project aims to 

combine Artificial Intelligence with Feature Extraction Techniques (MFCC). In first stage voice authentication system that 

incorporates Mel Frequency Cepstral Coefficients and Vector Quantization performs Speaker Identification and Verification based 

on an audio signal. In second stage further verification and authentication of speaker take place using an algorithm of artificial 

intelligence-machine learning (AI System) namely decision tree. The AI system asks random questions related to the authorized 

user and verify that the reply is relevant and came from the same user as determined by the voice authentication system, i.e., AI 

system checks that the voice signal is not breached. 
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1. Introduction 

In Speaker Verification there are two phases involved, training 

and identification. In training phase, the speech samples are 

collected, and a reference model for that speaker is 

constructed, and in identification phase, the input speech is 

compared with the reference and speaker is recognized. 

Machines are becoming more competent even in case of 

complex problems it handles the situation and gives output 

within seconds. The machine can learn faster although it is 

human programmed code; Machines are getting a high level of 

intelligence as humans, a bit worried about the future. Natural 

language is an artificial intelligence specialization that 

processes the human natural language and prepares computers 

to give the response. In this decade AI has become less 

artificial but more intelligent. One of the most exciting areas 

of the AI is machine learning which turns the concept very 

interestingly to think that how a machine can learn so fast. In 

the computer science world, AI is creating another different 

world for the humans. 

 

2. Existing spoofing attacks and their countermeasures 

2.1 Impersonation: Impersonation or human mimicking is a 

spoofing attack in which target speaker’s timbre and prosody 

are imitated by the attacker without computer-aided 

technologies. This is the most common spoofing attack. 

However, it does not pose a real threat to the ASV system as 

the imposter cannot mimic the spectral features of the target 

speech. Lau et al. Have shown that the impersonator can 

overcome ASV provided that his voice is naturally similar to 

the target speaker. As the threat of the attack is not fully 

understood there are fundamentally no prior studies relating to 

countermeasures. 

 

2.2 Replay Attack 

In replay attack, an imposter plays a prerecorded sample of the 

target voice as an input to the speaker verification system. The 

voice may be recorded superficially or can even be 

concatenation of a number of smaller samples. Replay attack 

is simple and doesn’t require specific knowledge of speech 

processing. Moreover, the availability of high quality and low 

cost recording devices have further aggravated the situation. 

Figure depicts the huge similarity between the voice spectrum 

of the target and the Replay speech. 

 

 

 
 

Fig 1 
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2.2.1 Countermeasures 

Various countermeasures have been reported in the literature. 

Using fixed pass-phrase in which the input signal is compared 

against a dataset of predefined replay speech and the access is 

denied if the similarity is more than a predefined threshold 

value. 

1. Channel noise comparison is another technique as the 

legit input contains channel noise only from the ASV 

system, but the replay voice consists of other noise in 

addition to ASV channel noise, for instance, a noise of the 

loudspeaker. 

2. Noise and reverberation analysis are an alternative 

countermeasure as noise and reverberation is increased 

while playing recordings, especially far field recordings. 

3. Combination of ASV System with other biometric 

technologies, for instance, face recognition can also 

combat spoofing attacks. 

 

3. Issues in existing countermeasures  

Though extensive research has been conducted in the voice 

spoofing and countermeasures, but certain issues as mentioned 

below must be addressed in future for effective realization of a 

robust speaker verification system.  

 

Generalized Countermeasure 

Past researches deal with only a specific type of spoofing 

attack and suggest countermeasures that are effective for a 

particular specific attack. However, the future research must 

be dedicated in pursuit of the countermeasures that can be 

generalized to stop more than one spoofing attacks and even 

combat the combination of these attacks.  

 

Countermeasure under acoustic mismatch 

Future research should concentrate evaluating 

countermeasures in acoustically degraded and channel 

mismatched conditions. For instance, in various transmission 

channels additive noise and other imperfections are expected 

which have potential to mask the processing artifacts key for 

spoofing detection.  

 

Scalability 

The proposed approach should be scalable such that it can be 

easily implemented in devices without constraints.  

 

Computationally Simple 

For commercial application of any security device compact 

size and light weight are essential features. Thus algorithms 

that don’t require much processing power and memory should 

be constructed for commercial and practical realization of 

Speaker verification systems. 

 

4. Methodology 

The first authentication stage consists of text independent 

speaker recognition system based on Mel frequency cepstral 

coefficients and vector quantization. The above mentioned 

step takes voice signal as input. The input may be from a 

genuine user or a malicious user or a pre recorded voice 

signal. The degree of closeness or proximity with the 

registered user is computed by MFCC based Automatic 

Speaker Recognition System. The ASR is developed in 

MATLAB 2015a. 

If the degree of closeness is equal or exceeds the threshold 

value which is 80 percent in our case, the control is directed to 

second authentication phase, otherwise access is denied. The 

second authentication phase is developed in Microsoft Visual 

Studio 2016. The techniques involved in this phase are 

Decision tree algorithm of Machine learning and Microsoft 

speech recognition engine. In this stage random question from 

the database is asked. If the reply is one of the expected 

answers the counter is incremented else decremented. If the 

user answers all three questions correctly, i.e., if value of 

counter is three, access is allowed. 

 

4.1 Process flow algorithm 

Step 1: Input signal (Recorded voice/voice input from 

genuine/malicious user). 

Step 2: Pre-emphasis performed on voice signal. 

Step 3: Calculate Mel frequency Cepstral coefficients. 

Step 4: Perform Vector Quantization to check degree of 

proximity to the registered user. 

Step 5: If (degree of proximity >= threshold value), direct to 

second authentication phase. 

Else deny access. 

Step 6: Random Questions based on decision tree. 

Step 7: if (User Answer== Expected Answer []) 

Count = count+1s 

Step 8: Repeat step 6 and 7 two times. 

Step 9: if count>= specified threshold, Allow Access 

 Else Access denied. 

 

5. Proposed algorithm results  

To validate the efficiency of the developed system, A database 

was created consisting of five users. Five samples of 10 

seconds duration were taken from each user and the obtained 

MFCC or vectors were used for training. To establish the 

accuracy of the system, a test and train user was selected at 

random, and test vector was given as input to the first user 

authentication phase for twenty-five times. Despite the 

dynamic nature of sound the proposed model is efficient with 

False Acceptance Rate 0.16 and False rejection rate of 0.8. 

The second authentication state considerably improves the 

accuracy of ASV system from 84 to 96 percent.  
 

Table 1 
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Fig 2 

 

 
 

 
 

Fig 3 
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Table 2 
 

 
 

 
 

Fig 4: Improve the accuracy of ASV system 
 

6. Conclusion  

The proposed approach of enhancing the security of 

Automatic Speaker Verification System based on MFCC by 

addition an Artificial Intelligence as Two-Factor 

Authentication is successfully implemented. The proposed 

two factor authentication considerably improves the accuracy 

of ASV system. The developed application is tested in real-

time environment. The achieved accuracy is 96 percent. The 

developed model can stop multiple voice spoofing attacks.  
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